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TEPMUHBI U OTIPEJEJIEHUSA
AyTeHTHpUKAIUS — JleiicTBUS MO TpPOBEpPKE TMOMIMHHOCTH CYOBEKTa JI0CTyma

bezonacHocTs nHpopmanun

B UH(OPMALIMOHHOM crcTeMe

CocrosiHME  3aUIMIIEHHOCTH WHGOpPMAlMK, TPH KOTOPOM
obecriedeHbl  €¢  KOH(PHICHIMAIbHOCTb,  JIOCTYIHOCTb
U 1IeJIOCTHOCTh

I'ocynapcTBeHHas — HMudopmannonHas cucreMa, co3aBaeMas B IEJIsX peau3aiuu
nH(pOPMAaLMOHHAS CUCTEMA ITOJIHOMOYU I roCyJapCTBEHHBIX OpraHoB

u obecrieueHuss oOMeHa uHpOpMAIMe MEXIy 3TUMH
OpraHamy, a TakK€ B MHBIX YCTaHOBJICHHBIX (peepalbHbIMU
3aKOHAMH LEJIAX

JlocTyn K uH(popMaIu — Bo3MoOXHOCTB nosTyueHust UH(HOPMAIMU U €€ HCIIOIb30BaHHS
JlocTynHOCTB — CocrosiHre MHQOPMALUHM, XapaKTEPU3yeMOE CIIOCOOHOCTBHIO

TEXHUYECKUX CPEICTB W HWH(POPMALMOHHBIX TEXHOJIOTHI
obecrieunBaTh OECIPENSITCTBEHHBIN AOCTYN K MH(pOpMaIuu
CyOBEKTOB, UMEIOIINX Ha 3TO MTOJTHOMOYHS

3amuTa uHPOpMAaLUN — 3ammra MHPOpPMALMHU, HANpaBieHHAs Ha MPEIOTBpAILICHUE
OT HECAaHKLIMOHUPOBAHHOI'O MOJyYeHHS 3alluiaeMoil MH(pOpMAIMKU 3auHTEPECOBAaHHBIMHU
J0CTyna CyObeKTaMH C HapylIIEHHEM YCTaHOBJIEHHBIX HOPMATHBHBIMHU

Y MIPaBOBBIMU JOKYMEHTaMHU (aKTaMH) WM 00JIagaTenssMu
uHOpMalUK TIpaB WM TPABWJI pasTPaHUUYCHHs] JOCTYyTa
K 3amuiaeMon nHpopMaIuu

3ammmaemas uapopmarms  — MHopmarus, sBiAomascs — NpeIMeToM  COOCTBEHHOCTH

U ToAJeXalas 3aluTe B COOTBETCTBUH C TPeOOBaHUSMHU
MIPABOBBIX TOKYMEHTOB WIH TpeOOBAHUSAMH,
yCTaHABJIMBAEMbIMHU COOCTBEHHUKOM MH(POPMALIUU

Wnentuduxanus — IlpucBoenue cyobekTam 1 00bEKTaM JOCTYIIA UICHTU(PHUKATOPA

u (WIM) CcpaBHEHHE TMPEIBSIBISEMOr0 HACHTU(HUKATOpA
C MepeYHEeM MPUCBOCHHBIX HICHTU(HUKATOPOB

Nudpopmannonnas cucreMa — COBOKYIHOCTb cozeprKaleiicss B 06a3ax JaHHBIX WH(OpMAIHH

u obecrieunBaOIUX ee  00paboTKy  MH(OPMALMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJICTB



HudopmannoHHbIe pecypchl

WNudopmannoHHbie
TEXHOJIOTUU

WNudopmanus

KonTtponupyemast 30Ha

KonpuneHnuansHOCTh

O06paboTka epcoHaNbHbIX
JTAHHBIX

Omneparop

[TepcoHanbHBIE TaHHBIE

VYrpo3a 6e3omacHocTH
uHpopMaLuu

Y93BUMOCTD

LlenocTHOCTH

OtnenbHbIe JOKYMEHTBHI U OTJEJbHBIE MacCHUBBI JOKYMEHTOB,
JOKYMEHTBI W  MacCHUBbl  JJOKYMEHTOB,  COJEp Kaluecs
B MH(POPMALIMOHHBIX cucTeMax (OMOIHOTeKax, apXuBax,
¢donnax, OaHKax JAHHBIX, UH(HOPMAIIMOHHBIX CHCTEMAaX APYTHX
BHUJIOB)

[Tpomeccel, MeTOABI TMOUCKA, cOOpa, XpaHeHUs, 00paboOTKH,
MPEJOCTABIICHUS, PACIPOCTPAHEHUsI UH(OPMAIIMHA U CIIOCOOBI
OCYILIECTBIJICHUS TAKUX MPOIECCOB U METOJIOB

Cenenust (cooOmieHus, JTAaHHBIE) HE3aBUCHUMO
OT (OPMBI UX MPEICTABICHUS

[IpoctpanctBo  (TeppuTopusi, 34aHHE, 4YacThb 3JaHUs),
B KOTOPOM HCKIIIOYEHO HEKOHTPOJIMpPYyEeMOe MpeObIBaHHE JIUII,
HE HMEIOUIMX [OCTOSIHHOTO HJIM  Pa3oBOro  JOIYyCKa,
Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPEJICTB

O0s13aTenbHOE A7 BBITOIHEHUS JIULOM, MOJyYUBIIUM JOCTYII
K OoIpeesieHHON nHpopmalmu, TpeOOBaHUE He TiepeiaBaTh
Takyl0 HMHQOPMALMIO TPETbUM JHIAaM 0e3  Ccoryiacus
ee obnamarens

JleticTBus (omepanyu) ¢ nNepcoOHaIbHBIMHU JaHHBIMH, BKIIIOYAs
cOop, cuCTeMaTU3aluIo, HAKOIUICHHE, XpaHEHHe, yTOUHEHHE
(oOHOBIIEHUE, U3MEHEHHE), UCITIOIb30BAaHUE, PAaCTIPOCTPaHEHHE
(B TOM ymcCIe Iepenady), 00e3InuuBaHue, OJOKHpPOBaHUE,
YHHUTOXXEHHE MEPCOHAIBHBIX TAHHBIX

TpaXJaHUH WIH IOPUAMYECKOE JIUIO, OCYIIECTBIISIONINE
JEATeNbHOCTh 10 JKCIUTyaTallud MHPOPMALMOHHONW CHCTEMBI,
B TOM 4uclie I0 00paboTke MH(pOpMaIMHU, coaepKaleics

B ee 0a3ax JaHHBIX

Jlro6ast nH(popmaIysi, OTHOCAIIAACA K NPSAMO HIJIM KOCBEHHO
OIIpeICIIEHHOMY WJIH ONpeeIsieMoMy (PHU3NIECKOMY JIUITY
CoBOKynHOCTh ~ yclnoBHH W (DakTOpOB,  CO3JAIOIIUX
MOTEHIHAIBHYIO WIN peanbHO CYIIECTBYIOIIYIO
OIaCHOCTh, CBSI3aHHYIO C YTEUKOil nHpopMarmu

W/WIA HECAaHKIIMOHUPOBAHHBIMU H/MIIM HeTpeIHaMEepECHHBIMHU
BO3/ICHCTBUSIMU HA HEe

Henocrarok (cmabocTh) MIPOrPaMMHOTO
(IpOorpaMMHO-TEXHHUYECKOT0) CPEACTBA WM HHPOPMALIMOHHOMN
CHCTEMBI B II€JIOM, KOTOPBIH (KOTOpas) MOXKET OBbITH
UCTOJb30BaHAa JUIS  peajHu3alid  yYrpo3  0e30MacHOCTH
uHpopMaLun

YcroitunBocTh MHGOpPMALMM K HECAHKIIMOHWPOBAHHOMY
WIN CITy4yailHOMY BO3JIEHCTBHIO Ha Hee B Ipolecce 00paboTKu
TEXHUYECKUMHU CPEICTBAMHU, PE3YJIHTaTOM KOTOPOTO MOXKET
OBbITh YHUUTOXECHHUE U UCKAKEHUE HH(OpMAITHH

OBO3HAYEHUA U COKPALLIEHU A
I'OCT P® — T'ocynapcrtBeHHsbll ctangapt Pocculickon Penepannn
O6pasoBarenbHas — I'BOY mkona Ne207 ¢ yriyOieHHBIM U3yYE€HUEM aHTJIIHHCKOTO
opranusarus a3bika LlenTpanbHoro paitona Cankrt-IletepOypra
®Cb Poccun — OenepanbHad ciryx6a 6e3onacHocT Poceniickoit @eneparnun
OCTIOK Poccun — OenepanbHas ci1yk0a 110 TEXHHYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO

Hacrosmiee  Ilonoxxenue

1.

OBIIME ITOJIOXKEHUSA
ABJIIETCS  JOKYMEHTOM,  OIpPEACIAIOIIMM  HalpaBICHUS

NEATeNbHOCTH B 00JacTH obOecrieueHus: MHPOPMAIMOHHON OE30MacHOCTH M IPENCTaBIseT COO0i
CHCTEMaTH3UPOBAHHOE M3JIOKEHHE IesIel U 3aa4 WH(POPMAIMOHHON 0e30MMacHOCTH, KaK OIHO HIIU
HECKOJIbKO TPaBUJ, MPOLEAYp, NMPAKTHUECKUX NMPHUEMOB U PYKOBOAALIMX IMPHHLHUIOB, KOTOPBIMHU



pykoBojcTByeTcsi OOpa3zoBarenbHast OpraHu3aIys, a TaK)Ke OPraHU3aIlMOHHbBIX, TEXHOJIOTHYECKUX U
MPOLIEYPHBIX aCMEKTOB oOecredeHrsi HHPOPMAITMOHHOW 0€30MacHOCTH.

Hopwmsl Hacrosiero [lonoxeHust He pacpoCTpaHsIOTCA Ha o0ecrieyeHne HHPOpPMaImOHHOM
0€30IacHOCTH CBEICHUH, COCTABIISIOIINX FOCYTAPCTBEHHYIO TalHY.

OcHoBHOW 3amayeit B obOmactu uHPOpManmoHHOW Oe3omacHocT OOpa3oBaTENbHOM
OpraHu3allii MPU3HAET COBEPIICHCTBOBAHUE MEpP M CPEICTB OOECIEUYEeHHUs 3allUThl MHPOPMALUU
nHPOpPMALIMOHHBIX  pecypcoB  OOpa3oBaTeNbHOW  OpraHM3allMM B KOHTEKCTE  Pa3BUTHS
3akoHoJarenbcTBa  Poccuiickoit  @Denmepalud M HOPM  PETyJIMpPOBaHUS  MH(POPMAIIMOHHOM
JEATENbHOCTH B TEKYIIUX YCIOBUAX (PYyHKIIMOHUPOBAHUS HHPOPMALIMOHHOTO OIS

[Tpu pazpadotke I1on0kKeHNsT YUUTHIBATNCH OCHOBHBIE MPUHIIMITBI CO3JIAaHHUSI CUCTEM 3aIUThI
uHpOpPMAIIUY, XapaKTePUCTUKK M BO3MOXKHOCTM  OpPraHM3AallMOHHO-TEXHHYECKUX  MepH
COBPEMEHHBIX MPOTrPAMMHBIX U allapaTHO-IIPOrPaMMHBIX CPEACTB 3aIlIUThl HH(POPMALIHH.

B pamkax cBoeil gearensHocTH OOpa3oBarenbHast opraHu3anus o0s3yeTcs MpeArnpHHUMATh
BCE BO3MOXKHBIE MEPBI JUIS 3alUThl HH(OPMAIMK OT yrpo3 6€30MacCHOCTH HHPOPMALIUH.

TpeboBanust wHDOPMAMOHHONW O€30MACHOCTH, COOTBETCTBYIOT IIENISIM JICATEIHHOCTH
OOpa3oBarenbHOM OpraHM3allUd M TpeJHa3HaYeHbl JUISI CHWDKEHUS PHUCKOB, CBSI3aHHBIX C
peanu3alei yrpo3 6e301macHOCTH HH(POPMAIIUH.

[Tonoxenune nocTynmHO BceM paboTHHUKaM OOpa30BaTENbHOM OpraHu3alil M BCEM
MOJIb30BATEIISIM €0 PECYPCOB.

2. IIEJIA U 3AJTAYH OBECHEYEHUA HH®OPMAIIMOHHOM BE3OITACHOCTH
Cy0bexTnl HHPOPMALMOHHBIN OTHOLICHUH

Cybbekramu mpu obecrieueHIN WHHOPMAIMOHHON Oe30omacHOCTH B OOpa30oBaTENbHON OpraHU3aIun
SIBIISIFOTCSL:
e pabOTHUKU CTPYKTYPHBIX MOJpA3eNCHHI (B TOM YUCIIE YBOJICHHBIE);
e rpaxaaHe, paboTaromye Mo J0roBopaM rpaxaaHCKO-IIPaBOBOIO XapaKTepa;
e (u3Mueckue ML, TPEICTABUTEIM KOHTPAareHTOB B paMKaX MCIOJHEHHUS JOTOBOPHBIX
00s13aTENIbCTB;
e (usmnueckue nuIa, NoAaBmue odpaiieHue B agpec OOpa30BaTEIbHON OpraHU3aluy;
® [OpUAMYECKHE JIMIA, B PAMKAaX MCIOJHEHHS IOTOBOPHBIX O0S3aTEIbCTB WM BO HCIIOJHEHHH
TpeOoBaHU CO CTOPOHBI 3aKOHOIaTeNIbcTBa Poccuiickoit Deneparii;
® Opraibl rOCy/IapCTBEHHOW BIIACTH.
O0bexkTh HHPOPMALMOHHBIX OTHOLLICHUH
O0bexTamMu HHPOPMAIIMOHHBIX OTHOILIEHHH SBIISIOTCS:
e uH(popMaroHHbIe pecypcbl OOpa3oBaTEIbHON OpraHU3alu;
® rocyaapcTBeHHble  HMH(OpMalMOHHbIe  cucTeMbl  OmepaTopoM  KOTOPBIX  SBISIETCA
OOpazoBarenbHasi OpraHu3aIns;
e rmpoueccsl 00paboTkn wuHPOpManuu B HHPOpManmMOHHBIX cucteMax OOpa3oBaTeNbHOM
OpraHu3aiu, MHQOPMALMOHHBIE TEXHOJOTHUH, DPErJIaMEHTHl W TpoLEeAypbl cOopa, oOpaboTKH,
XpaHEeHHUs U neperadyn HHPOpMaLuy;
e uH(popManMoHHas MHQPPACTPYKTypa, BKIIOYAIOIIAS CUCTEMBbl 00paOOTKM, XpaHEHHs U aHaIU3a
uHpOpMalUK, TPOTPaMMHBIE M MPOrPaMMHO-AINIapaTHBIE CPEICTBA, B TOM YHUCIIE KaHAJbI CBSI3U U
TEJIEKOMMYHUKAIUH;
® CHUCTEMBl U CpPEACTBA 3alIUTHl MHPOPMAIUH, OOBEKTHl U MOMEUICHHUS, B KOTOPBIX pa3MEIlEHbI
cpeacTBa o0pabOTKU MHPOPMALIUH.
ean o0ecneyeHnst NHPOPMALMOHHOI 0€30MIACHOCTH
OcHoBHOM Tenpt0  obOecriedeHuss ~ MHPOpPMANMOHHON  Oe3omacHocTr  OOpa3oBaTENbHOM
OpraHu3allii  SABISAIOTCS  JICMCTBUA  HAmpaBieHbl HA  JIOCTH)KCHHE  3allUTHl  CYOBEKTOB
MH(POPMAIIMOHHBIX OTHOIIECHUH OT BO3MOYKHOTO HAHECEHUS UM MAaTepUaNbHOr0, (hPM3UYECKOro,
MOPAJILHOTO WJIM MHOTO yIIep0a, MOCPEeICTBOM CIy4ailHOTO MIIM MPEeIHAMEPEHHOr0 BO3ACHCTBHS Ha
nH(pOPMAIIHIO, B TOM YHUCIIE:
e obOecreueHUs]  OTKAa30yCTOMYMBOrO  (PYHKUIMOHUPOBAHUS  NPOTPaMMHBIX M allapaTHO-
porpaMMHbIX cpefcTB OO0pa3zoBaTeIbHON OpraHU3aluy UIPEAOCTaBIAEMbIX CEPBUCOB;
e COOJIO/IEHNS TIPABOBOIO PEKUMA UCIIOIB30BAHUS MACCUBOB M CPEACTB 00padOTKK MHPOPMALINH;
® MpEeNOTBpAICHUS pealHu3aluu  Yrpo3 0Oe3omacHOCTH HMHPOPMALUU TPU  OCYLIECTBICHUU



nearenbHocTH OOpa3zoBaTeIbHON OpraHU3aIHH.

3agaun odecnevyeHnst HHPOPMALMOHHOM 0€30ITACHOCTH

JlocTiwkenue 1esneil obecreueHUs MHPOPMALMOHHOM OE30MaCHOCTH W CBOWCTB HMH(pOpPMAaLUU
OO6pa3oBarenpHasi OpraHu3allysl peraeT CiIeIyOUMMHE 3a/1a4aMu:

® 3aIUTHI OT HECAHKIIMOHUPOBAHHOT'O IOCTYTa K MH()OPMAIIMOHHBIM pecypcaM;

® pasrpaHUyYEHUs JOCTyNa MOJb30BaTele K MH(OPMAIIMOHHBIM, amllapaTHBIM, NMPOrPaMMHBIM H
MHBIM pecypcam;

® PETrUCTpallMd M TEPUOJUYECKOTO KOHTpPOJIL JACHCTBUM Moyib30BaTenel mpu o0paboTke
3anuIaeMon MHGopMaIuy 1 MepHOANYECKHI KOHTPOIb KOPPEKTHOCTH UX ICHCTBUM;

® KOHTpPOJIA IEJIOCTHOCTU Cpelbl HCIOJHEHUS MpOrpaMM U €€ BOCCTaHOBJCHHE B Ciydae
HapyIIeHUS;

e oOecrieueHUs] ayTeHTU(OUKAUM M WACHTUPHUKAIMM  [OJB30BaTeNeH, ydYacTBYIOUIMX B
MH(POPMAIIMOHHOM O0OMEHE;

e o0ecreueHUs] UCIPABHOCTH MPUMEHSIEMbIX B MH(GOpPMAIMOHHBIX cucTteMax OOpa3zoBarenbHas
OpraHu3aIus CPEICTB 3aIUTHI HHPOPMAIUY;

® CBOEBPEMEHHOTO BBISIBIIEHHE HCTOYHUKOB yrpo3 0€30MaCHOCTH WH(OpMAIMK, TPUYHH U YCIOBU,
CMOCOOCTBYIOIIMX HAHECEHHMIO yliepba 3auHTEPECOBAHHBIM CyOBeKTaM HMH(OPMAIMOHHBIX
OTHOIIICHU;

® CO37aHHEM CIIy)KObl MOHHTOPMHIA W pearupoBaHUs Ha yrpo3bl 0€30MacHOCTH HMH(pOpPMAIMH U
HETraTUBHBIE TIOCIIEICTBHS;

® CO3J]aHHMEM YCJIOBMH JUIi MUHUMH3AIMA HAHOCUMOTO yiepOa HempaBOMEPHBIMH JICHCTBUSAMHU, U
yCTpaHeHHe TIOCTEeACTBUN HapymieHus uH}opMannoHHoW ©Oe3omacHoct B OOpa3oBaTenbHas
OpraHu3aIusl.

Pemenne BblmenepeynciaeHHbIX 3amad B OOpa3oBaTenbHONM OpPraHM3alUU  OCYIIECTBIISIETCS
MIOCPENICTBOM:

® ydyeTa BCEX MOMISKAIINX 3alUTe HHPOPMALMOHHBIX PECYPCOB;

® JKypHQJIMPOBaHMs JEHCTBUI MEpCOHAaja, OCYIIECTBIAIONIETO OOCITYXHBaHHE M MOAM(UKALUIO
MPOrPaMMHBIX U IIPOTrPAMMHO-AMIAPATHBIX CPEJICTB HHPOPMALIMOHHBIXCUCTEM;

® perjJaMeHTaIH IpoLeccoB 00paboTKU MHpopManuHu, neicTBuil padoTHHKOB OOpazoBaTeIbHON
OpraHu3alliy, OCYIIECTBIAIONMX OKCIUIyaTallMi0 MPOTPAMMHBIX M IPOrPaMMHO-AINIMapaTHBIX
CpPEZCTB, HA OCHOBE YTBEP)KICHHBIX OPraHU3aIllMOHHO- PACTIOPSAAUTENbHBIX JOKYMEHTOB I10 3alllUTe
uHpOpMalNH;

® Ha3HAYCHUS M TOATOTOBKONW pAaOOTHMKOB, OTBETCTBEHHBIX 33 OPraHHM3allMI0 M OCYIIECTBICHHE
MepomnpusaTHii 1o  obecriedeHnro  uMHMOpManMOHHOW  Oe3omacHocTH B OOpa3oBarenbHON
OpraHu3aIuy;

® HAJCNCHHS KaXIOro pabOTHMKA MHHHMAIbHO HEOOXOMUMBIMH TIpaBaMH Ipu paboTe B
MH(POPMAIMOHHON HH(PACTPYKTYPE COTTIACHO UX JOKHOCTHBIM 0053aHHOCTSIM;

e coOMIOIeHUsT BCEMU PAOOTHHKAMHM, SKCIUTYaTUPYIOIIMMH U OOCITYKMBAIOIIUMH TPOTPaMMHBIE H
pOrpaMMHO-aINapaTHbBIE CPEJCTBA, TPEOOBaHMUN OpPraHU3alMOHHO-PACIOPSANTEIBHBIX JOKYMEHTOB
110 BOIIpocaM obecreueHus HH(l)OpMaLIHOHHOﬁ 6630H3CHOCTI/I;

® [IEPCOHAIBFHONW OTBETCTBEHHOCTHIO KaXKJIOro paOOTHMKA 332 CBOM JEHCTBHSA, y4YacCTBYIOIIETO B
paMKax CBOMX (PYHKIIMOHAIBHBIX OOsS3aHHOCTEH B Mpoleccax aBTOMATH3HMPOBAHHOM 0OpabOTKH
nH(pOpPMALUK 1 UMEIOLIETO JJOCTYI K pecypcaM HH(POPMALMOHHBIX CUCTEM;

e peanu3alMeil TEXHOJIOTMYECKUX IPOIECCOB 00paboTku HHGOPMAIMK C HCIOJIb30BAaHHUEM
KOMIUIEKCOB ~ OPraHU3allMOHHO-TEXHUYECKUX Mep  3allUThl  IPOrpaMMHOr0  oOecredyeHus,
IIPOrpaMMHO-AINAPaTHBIX CPEJICTB;

® MPUHATHA Mep Mo obecreyeHnI0 (PU3MYECKON IIETOCTHOCTH MPOTrpaMMHO-AMIAPATHBIX CPEACTB
MH(POPMAIIMOHHBIX CUCTEM H MOAJEP)KaHUEM HEOOXOAMMOT0 YPOBHS 3aIUIIICHHOCTH KOMIIOHEHTOB;
® CIIOJIb30BAHMS MPOTPAMMHBIX W MPOTrPaMMHO-ANIAPATHBIX CPEACTB 3alIUThl HMH(OpMAIHH
obOpabareiBaeMoM B OOpa3oBaTenbHON OpraHW3allid W AAMHHUCTPATHBHOM TMOJIEPKKOM HX
UCTIOJIb30BAHUS;

® KOHTPOJIA COONIONCHMS IOJIb30BAaTENsIMU  HMH()OPMAIMOHHBIX CHCTEeM TpeOOBaHHMU MO
obecrniedyeHnto HHGOPMAITMOHHOM 0€30MaCHOCTH;

e MpoBeacHUA aHanu3a 3(PPEKTUBHOCTH MPUHATHIX Mep 3aIUTH MHPOPMALUHU U MPUMEHSEMBIX
cpeacTs 3amuThl nHGopMmarmu B OOpa30BaTeIbHONW OpraHu3aIlig;



e pa3palboTKU U peasn3aliy NPETI0KEHUN M0 COBEPIICHCTBOBAHUIO CHCTEM 3aIllUThl HH(OpMaIu
B O0Opa3oBarenbHas OpraHu3aIusl.

3. IPUHIUIIBI OBECHEYEHUA UHO®OPMAIIMOHHON BE3ONACHOCTH

Obecnieuenre MTHPOPMALMOHHOM OE30MACHOCTH, JOJIKHO OCYIIECTBISATHCS B COOTBETCTBUU CO
CJICAYIOIMMHU OCHOBHBIMH ITPUHLIUTIAMH:

IIpuHUUN 32aKOHHOCTH

[Tpu BBIOOpE MEpONPUATHI MO 3amMTe UHPOPMAIMH, TOHKHO COOMIOAATHCS JEHCTBYIOIIEE
3akoHOoJaTenbcTBO Poccuiickoit deneparyu B chepe 3amuThl HHPOPMALIKH.

Bce paboOTHHKHM JOJKHBI UMETh MpEACTaBIeHHE 00 OTBETCTBEHHOCTH 3a IMPAaBOHAPYIICHHSB
cpepe  zammThl  uHPOpMauuu. IIporpaMmHO-anmapaTHble  CpPEICTBAa, INPUMEHSEMBIE B
OOpa3oBareNbHOM OpraHu3allui, JOJDKHBI HMETh COOTBETCTBYIOUIME JIMLEH3UH, OQHIIHMATBHO
npuoOpeTaThesl y mpeicTaBuTeNel pa3pabOTUYMKOB 3TUX CPEJCTB MIIH SIBIATHCS MHTEIICKTYalTbHON
cobcTtBeHHOCTRI0 OOpa3oBaTenbHas OpraHu3aIusl.

IIpyHIUD CHCTEMHOCTH

[Ipu co3maHUM CHUCTEMBI 3alIUTHI JOJDKHBI YUUTHIBATHCS aKTyallbHBIE YIPO3bl 0€30MacHOCTH
uHpOpMalMK, BO3MOXKHBIE OOBEKTHI M HAIPaBJICHWs aTaKk HAa HEE CO CTOPOHBI HapYyIIUTENEH.
Cuctema 3aIuThl I0JDKHA CTPOUTHCS C YUETOM HE TOJIBKO M3BECTHBIX KAaHAJIOB YTEUKU HHPOpPMALIUH,
HO U C Y4€TOM BO3MOXKHOCTH IOSIBIICHHSI HOBBIX YSI3BUMOCTEH B IPOrPaMMHOM 00€CIICUeHHH.
IpuHIMN KOMIVIEKCHOCTH

KommiekcHOE MCTONb30BaHUE CPEACTB 3alUThl MH(GOPMAIMK TPEAINOoiaraeT COrjiacOBaHHOE
NPUMEHEHHE MPH TTOCTPOCHUH IIEIOCTHON CHUCTEMBI 3alllUThI, TEPEKPhIBAIOIICH BCE CYIIECTBEHHBIE
yrpo3bl Oe3omacHOCTH WHGpOpPMalUMU. 3alKTa J0JDKHA CTPOUTHCS SUIETOHUpOBaHO. Dusmueckas
3alIUTa J0JDKHA oOecieunBaThes (PU3NIECKUMHU CPEACTBAMH M OPraHU3allMOHHBIMUA MEPaMH.

[Tpu mocTpoeHnu, BHEAPESHUH U SKCIUTyaTal[MH CUCTEMBbI 3aIIMTHl HHPOPMALUU PYKOBOJCTBO
OOpa3oBarenbHasi opraHu3zaiys ooecrneuynuBaeT yciaoBus s 3 hekTuBHON KOOpAWHAIIMK ASHCTBUI
BCEX JIUII, 00ECTICUNBAIOIINX HHPOPMAITMOHHYIO 0€30MaCHOCTb.

IIpyHIUN CBOEBPEMEHHOCTH

Pazpabotka cucrembl 3amuThl MH(OPMAIMK JIOJDKHA BECTUCH MApaIeNIbHO C Pa3paboTKON
MHPOPMALIMOHHOM  CHCTEMBI. OTO  TMO3BOJMT  y4decTb TpeOoBaHMs  OE30MACHOCTH  INPHU
NPOCKTUPOBAHUM  APXUTEKTYpPHl W, B KOHEYHOM cueTe, co3jgarb Oonee 3pPeKTUBHBIC
nH(OPMAaIMOHHbBIE CUCTEMBI, 00JIaJal0NIUe TOCTATOYHBIM YPOBHEM 3aLIUIIIEHHOCTH.

IIpyHIUD IPpEeeMCTBEHHOCTH

[TocTosiHHOE COBEpIIEHCTBOBAHHME MEP M CPEACTB 3allUThl MH(POPMALMU Ha OCHOBE
MPEEMCTBEHHOCTH OPTraHU3aIl[MOHHBIX M TEXHUYECKUX pEILICHWH, KaJpoBOr0 COCTaBa, aHaIN3a
(YHKIMOHMPOBAHUS MH()OPMAIIMOHHBIX CHUCTEM M CHUCTEMBI €€ 3alIUThl C YYeTOM H3MEHEHUH B
METOax ¥ CPEe/ICTBAX MepexBara MHPOpPMaIH, HOPMATUBHBIX TPeOOBAaHUH MO 3a1IUTe HHPOPMALIUH.
IIpuHIUN 10CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha obecrieueHrne WHPOPMAIMOHHONW 0€30MacHOCTH M IIEHHOCTH
MH(POPMAIIMOHHBIX PECYPCOB Ha BETMYMHY BO3MOYKHOTO YIIepOa OT UX pas3rilalleHus], yHUITOXKESHUSH
ucKaxeHus. lcmonbp3yeMble Mepbl M CpeICTBa 3allMThl MH(OpMAnMM HE JOJDKHBI YXYIIIAaTh
SPrOHOMHMYECKHE MOKA3aTeIN KOMIOHEHTOB HH(POPMAITHOHHBIX CUCTEM.

IIpuHIMI 0OTBETCTBEHHOCTH

Bo3noxeHne 0TBETCTBEHHOCTH 3a o0ecreueHne 0e30MacHOCTH MH(OpMAIMK U ee 00paboTKH
Ha KaXJIoro pabOTHUKAa B Tpeesax ero MOJHOMOYMH. B COOTBETCTBHMM € 3TUM HPUHIUIIOM
pacripeniesieHie MpaB M 00s3aHHOCTEH pPaOOTHHKOB CTPOMTCS TaKMM 00pa3oM, 4TOOBI B Cilydae
T000r0 HapylIeHUs ObUT U3BECTEH HAPYIIUTENb.

IpuHIUN 000CHOBAHHOCTH U TEXHUYECKOH peain3yeMoCTH

WNudopmManoHHbIE TEXHOJIOTHH, MPOrPaMMHBIE U MPOTPaMMHO-aNNapaTHbIE CPECTBA, MEPHI
3alIUThl MHPOPMAIIUKM JTOJKHBI OBITh peaM30BaHbl MO0 COBPEMEHHBIM PpEIIEHUSM, 0OOCHOBaHBI C
TOYKU 3pPEHMS JOCTIDKEHHS 33JaHHOTO YPOBHS 3allUIIEHHOCTH HMH(OpMAIMM M 3KOHOMUYECKOMH
11eJIECO00Pa3HOCTH, a TaKXKe COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaMm M TpPeOOBAaHHUSM IO
6e3onacHoCTH MH(POPMALIUH.

IpuHuun npogeccnonaaInzmMa

Peanmzanuss mMep 3ammThl MHGOPMAIMM W AKCIUTyaTallMsl CPEICTB 3aIIUTHl HWHGOpMaLUU

JOJDKHA OCYIIECTBIATHCA MPO(GECCHOHATBHBIMU CIICIIUATUCTAMHU.



[TpuBnedeHue crienuagIu3upOBAHHBIX OPraHU3aLUi K pa3pabOTKe CPENCTB M pealn3alud Mep
3alIUThl MH(OpPMAIUK, MOATOTOBICHHBIX K KOHKPETHOMY BHJy MESITEIBHOCTH IO 00eCHeueHHUIO
6e30nmacHOCTH MH(OPMAIIMOHHBIX PECYPCOB, UMEIOIIUX OMBIT MPAKTUUYECKOW pabOTHI M JIMLIEH3UU Ha
MIPaBO OKA3aHHUS YCIYT B 3TOH 0OJIACTH.

IIpyHIMN MUHUMH3AUMY IPUBHJICT I 10/1b30BaTe el

OOecneueHne mOIL30BaTEIEH MNPUBUIICTUAMU MHUHHUMAJIBHO AJOCTATOYHBLIMU MJIS BBIITOJIHCHHA

MMU CBOUX JIOJDKHOCTHBIX 00s13aHHOCTEH B OOpa3oBaTeIbHON OpraHU3alHiH.

4. OCHOBHBIE TPEBOBAHUA 110 3AIIMUTE UHOOPMAIIUN OTPAHUYEHHOT' O
JOCTYIIA

Cuctema 3amuThl MHGOpPMAIMM JODKHA TPEIyCMaTPUBATh KOMILJIEKC OpPraHM3allMOHHBIX,
MPOTPaMMHBIX M MPOrpPaMMHO-AINIAPATHBIX CPEACTB U Mep IO 3aIluTe WH(POpPMAIMK B MpoLEcce ee
00paboTKH.

Brimonnenne TpeGOBaHUIN TOCTUTAETCS 3a CYET pealn3aluu Ha 00BbeKTax HH(OpMaTH3aLHUU
Mep 0 3aiMTe HHpopMaIum:
e HIeHTU(UKALMY U ayTeHTU(DUKAIIUU CyOBEKTOB AOCTyNa U OOBEKTOB JIOCTYTIA;
YIPaBJICHUIO JOCTYIIOM CYOBEKTOB JJOCTYIA K 0OBEKTaM JJOCTYIIA;
OTPaHUYEHUIO POTPAMMHOM CpEJIbI;
3alIUTe MAITUHHBIX HOCUTENEH MePCOHATIBHBIX JaHHBIX;
perucrpanuu coObITHII 6€30MacHOCTH;
AHTUBHUPYCHOM 3aILUTE;
0OHapy>KEHHUIO BTOPKEHUH;
KOHTPOJIIO (aHAJIN3Y) 3aLIUIIEHHOCTH IEPCOHANBHBIX JTAHHBIX;
00€eCTIeYeHHIO 1IeTOCTHOCTH HH(POPMAITMOHHOW CUCTEMBI M TIEPCOHANIBHBIX JIaHHBIX;
00€eCTIeYeHHUIO JOCTYITHOCTH NEPCOHATBHBIX JAHHBIX;
3alIUTHI CPEIbl BUPTYaTU3allH;
3alIUTHI TEXHUYECKUX CPEJICTB;
3alIUTHl HH(OPMAIIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U MEpeaull TaHHbIX;
BBISIBJICHUIO MHLIUJICHTOB U pearnpoBaHUe Ha HUX;
® YOpaBJICHUIO KOH(UTyparuei nH(OPMAIMOHHON CHCTEMBI M CHCTEMBI 3aIIUTHI MEPCOHATIBHBIX
TAHHBIX.
OOpa3oBarenbHasi opraHu3alus Kak oOnajgarens HHPOPMALUU OrPaHUYEHHOTO JIOCTYyNa IpH
OCYILIECTBIICHUH CBOMX IpaB 00s3aHa:
e co0mro/1aTh MpaBa U 3aKOHHBIE MHTEPECHI MHBIX JIUI;
® MPUHUMATH HEOOXOAUMBIE MEPHI MO 3aITUTE HHPOPMALIUH;
® OrpaHMYMBATh JIOCTYI K UH(OPMAIMHU, €CITU TaKasg 005S3aHHOCTh YCTAaHOBJICHA3aKOHOIaTEILCTBOM
Poccuiickoit @enepanuu.
B Tom wuymcne OOpa3oBarenbHas OpraHu3alus BIIpaBe, €CIM HMHOE HE MPEIyCMOTPEHO
3aKkoHoarenbcTBOM Poccuiickoit denepanuu:
e pazpemarth WIM OTPaHUYMBATH JAOCTYH K MH(OPMAIMM, ONPEACIATh MOPSIOK U YCIOBHUS TAKOTO
JOCTYTIa;
® CIIOJIb30BATh MH(OPMAIIHIO, B TOM YHCIIE PACIIPOCTPAHSITH €€, 10 CBOEMY YCMOTPEHHIO;
e reperaBaTh MH(OPMAIMIO JPYTHMM JIMIIaM Ha YCTaHOBJIIEHHOM 3aKOHOJATelnbcTBOM Poccuiickoit
denepanr OCHOBAHUM;
® 3AIUINIATh YCTAHOBJICHHBIMU 3aKOHOIATEILCTBOM Poccuiickoit denepannn cnocodbaMuCcBOU MpaBa
B Cllyyae HE3aKOHHOTO TMOJY4YEeHHs WH(GOpMAIMM MM €€ HE3aKOHHOTO HCIIOJIb30BaHUS HHBIMHU
JUIAMU;
® OCYUIECTBIATH MHbIE NEHCTBUS ¢ HHPOPMALIMEH WK pa3pelaTh OCYIIECTBICHUE TaKUX JCHCTBUH,
€CIT ATHU JIeHCTBHS HE MPOTHUBOpedaT (eaepalbHBIM 3aKOHAM U JIPYTUM HOPMAaTHBHO-IIPABOBBIM
akram Poccuiickoit denepanmm.
3amuTa nHGOPMAIMK OTPAHUYCHHOTO JI0CTYTA MPEACTABISAET CO00H MPUHATHE OpPraHU3alMOHHBIX U
TEXHUYECKUX MEp, HallPaBJICHHbIX Ha:
e coOmroieHne KOH(HUICHIIMATLHOCTH MHPOPMALUH (MCKIIOYEHNE HEMPaBOMEPHOI0J0CTYIA,
KOTIIMPOBAHUS, IPEIOCTABICHUS WU PacTIpOCTpaHeHHs UH(OPMAIINHN);



e obecrnedeHue 1EeNOCTHOCTH HH(popMaIuH (MCKIII0YEHNE HETPAaBOMEPHOTOYHUYTOXKEHUS UITH
MOIU(HUIMPOBAHHS UH(OPMAIINHN);

e peanu3alMIo IpaBa Ha JOCTYN K HMH(popManuu (HCKIIOYEHHE HEMpPaBOMEPHOTOOIOKHUPOBAHUS
uHpOpMaLIUN).

CpencrtBa 3amuThl MHGOpPMAIMM BHEAPSIOTCS MO pe3yJbTaTaM IPOBEACHUS OLIEHKH PHCKOB
MH(POPMALIMOHHOM 0€30MacHOCTH.

Opranuszanus 3amMThl HHPOPMALUH

[Tpu opranmzanuu B O0pazoBaTeNbHON OpraHU3alMy 3allUThl HHPOPMALIUH, TOJDKHBI

BBINOJNHATECS TpeOoBanus denepanbHoro 3akoHa oT 27.07.2006 Ne 149-®3 «O6 wmHbpopmanuy,
MH(POPMALIMOHHBIX TEXHOJOTHUAX M O 3alUTe WHPOPMALMKW», KOTOPHIE PEryIUPYIOT OTHOIIEHUS,
CBSI3aHHBIE C YCTAHOBJICHHEM, M3MEHEHHEM M IpEKpallleHHeM pexkuma o0paOoTKM 3aluiiaeMoit
uHpopmanmu. B Tom wumcie TpeboBaHus O 3amuTe HHOOPMAIMKM, HE COCTAaBIISIONICH
rOCyJapCTBEHHYIO TaifHy, cojepxKaleiics B TOCYJapCTBEHHBIX HH(MOPMAIIMOHHBIX CHCTEMax
yrBepxaeHHble TpukazoM @CTOK Poccun ot 11.02.2013 Ne 17 «O6 yTBepkaeHMH TpeOOBaHUI
0 3amuTe HH(OpMAIMKM, HE COCTABISIOMIEH TOCYNAapCTBEHHYIO TaiiHy, coJep)Kaiieiics B
rOCyJJapCTBEHHBIX MH(POPMALMOHHBIX CUCTEMAax» JJIsl TOCYIapCTBEHHBIX MH(POPMAIIMOHHBIX CHCTEM
1o koTopsiM OOpa3oBarenbHas opraHusaius seisercs OnepaTopom.

B OG0pa3oBarenbHOil OopraHu3anii MOMHMO pEaTU3al[Mi OCHOBHBIX MEp 3allUThl HMH(POPMALUU
OCYIIECTBIIAETCS:

e peryispHas OLIEHKA U YIpaBJeHUE PUCKaMU HH(OPMAIIMOHHONW O€30MacHOCTH B COOTBETCTBHU
C YCTaHOBJICHHBIMH NIPOLIEAYPAaMU B 00JIACTH YIIPABICHUS PUCKAMU;

e uHpopMupoBaHue, OOy4YeHHE M TOBBIIIEHHE KBaTUpHUKaIUKU paboTHHKOB OOpa3oBareibHas
opranmu3aius B cgepe HHPOPMAIMOHHON 06€30MacHOCTH;

® METOJIMYecKasi MOMOIIb PaOOTHUKAM B BOMpocax obecreyeHus: nH(OpMaIMOHHOHOE301aCHOCTH;
® aHaJIM3 ¥ IIOMCK BO3MOXXHOCTEH 110 MOBBIIICHUIO YPOBHS 3aLIUIIEHHOCTH HHPOPMAIIUH.

Jns opranm3anuu 3amuThl uH(opMmaruy, OOpa3oBaTelbHas OpraHW3alys BIpPaBE NPUMEHSTh
CpeAcTBa M METOJAbl TEXHHYECKOW 3allUThl, NpPEANPUHUMATH Jpyrde, HE MPOTUBOpEUAIHe
3aKoHOaTenbCTBY Poccuiickont @enepanuu, MephI.

B pamkax obecriedueHus: 3amuThl MUHGOPMAIMH, B paMKax TPYIOBBIX OTHOLICHHH HEOOXOAUMO
O3HAKOMUTH MO POCIUCH PAaOOTHHUKOB, JOCTYI KOTOPBIX K MH(POPMALMU OrPaHUYEHHOTO JOCTYyIa,
HEOOXOUM Uil BBIOJHEHUS MMHU CBOMX JOJDKHOCTHBIX OOS3aHHOCTEH, ¢ mepeuyHeM MH(POpMAaLUu
OrPaHUYEHHOTO JOCTyna, W NPUHATEIME B (OOpa3oBaTeNbHON OpraHM3allid MEpaMM 3allHUThI
uHpOpMaLUH.

Oco0eHHOCTH 32U THI EPCOHATbHBIX TAHHBIX

[Ipu opranmzamuu o0paboTkn B OOpa3oBaTeNbHONW OpraHU3allMyd TMEPCOHATBHBIX JTaHHBIX
HE0O0XOIMMO PYKOBOJACTBOBaThcs TpeboBaHusMu PenepaibHOro 3akona ot 27.07.2006 Ne 152-03
«O  mepcoHanbHBIX JaHHBIX». llepeueHb Mep, BBINOJIHEHHE  KOTOPbIX  OOECIeYnBaeT
OOpa3oBarenbHasi OpraHu3alys B Ka4ecTBE ONepaTopa NepCOHANbHBIX JaHHBIX, JOJDKEH BKIIOYATh:

e HazHayeHue B OOpa3oBaTeNbHOI OpraHU3alMd OTBETCTBEHHOI'O 3a OpraHU3anuio 00paboTKH
NEPCOHATBHBIX JAHHBIX;

® pa3paboOTKy JTOKYMEHTOB, OMPEICISIONIMX TpPaBHJIAa B OTHOIICHWH OOpPabOTKU MEepCOHATBHBIX
naHHeIX B OOpa3oBaTenbHON OpraHu3alM, JOKAJbHBIX aKTOB IO BOIpocaM 0OOpabOTKH
NEPCOHAIBHBIX JAHHBIX;

® MPUMEHEHHWE OpPraHU3alMOHHBIX M TEXHUYECKUX Mep Mo obecrneueHuo 0e30macHOCTH
IIEPCOHANIBHBIX JTaHHBIX B COOTBETCTBHHU cO cTaThell 19 denepanpHoro 3akoHa 0127.07.2006 Ne 152-
@3 «O nepcoHaNbHbIX JaHHBIX;

® BBINIOJHEHNUE TPEOOBAHUM 110 COCTABY M COJAEPXKAHMIO OPTaHU3ALMOHHBIX U TEXHUYECKUX MEp IO
o0ecrie4eHnI0 0e30MacHOCTH TMEPCOHANBHBIX JAHHBIX IMPH HUX 00paboTKe B HH(POPMAIIMOHHBIX
CUCTEMAaX IEPCOHAIBHBIX AaHHBIX yTBepkAEHHBIX IIpukazom ®CTOK Poccun ot 18.02.2013 Ne 21
«O0 yTBEp)KICHUU COCTABA U COJICPKAHUS OPraHU3ALMOHHBIX U TEXHUYECKUX Mep MO0 00eCTIeYeHHIO
0€30IacCHOCTH TEPCOHAIBHBIX JaHHBIX MpH HX 00paboTke B HWHPOPMALMOHHBIX CHUCTEMaXx
MEPCOHATBHBIX JAHHBIX);

® OICHKY Bpela, KOTOPBIH MOXET OBITh NMPUYMHEH CyObEKTaM MEepPCOHAIBHBIX JaHHBIX B CIydae
HapyuieHuss PenepanbHoro 3akoHa Ne 152-P3, cooTHOLIEHNE YKa3aHHOI'O BpeJja U IPUHHUMAaEMBIX
OIIEepaToOpoOM Mep, HallpaBJICHHBIX Ha OOecrieueHHe BBIMOJHEHUS 00S3aHHOCTEH, MPEeayCMOTPEHHBIX



®epnepanbHbIM 3ak0HOM No 152-D3;

® O3HaKOMJICHHE pabOTHUKOB O6pazoBarenbHOM OpraHu3aIyi, HETIOCPECTBEHHO
OCYIIECTBIIIIOUINX O00pabOTKY TEepPCOHANBHBIX MJAaHHBIX, C TIIOJIOKEHUSMH 3aKOHOJATEIbCTBA
Poccuiickoit @enepanui 0 MEPCOHATBHBIX JaHHBIX, B TOM YHWCJIE TPEOOBAaHMSIMU K 3aIIUTE
NEPCOHATBHBIX  JAHHBIX, JOKYMEHTaMH, ompefensiomuMu  TpeboBanus OOpazoBaTenbHas
OpraHu3aius B OTHOIIEHUH OOpabOTKU MEPCOHATBHBIX JAHHBIX U 00ydeHHUe, MPU HEOOXOIUMOCTH,
yKa3aHHBIX PAOOTHHUKOB.

ObecnieueHne 6€30MaCHOCTH NMEPCOHATBHBIX JaHHBIX TIOCTUTAETCS, B YaCTHOCTH:

® OmpeeNeHUEM yrpo3 U HapyLIUTeIeH 6e30MacHOCTH MePCOHABHBIX TAaHHBIX IPU UX 00padoTKe B
MH(POPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX JaHHBIX;

® OmNpe/eseHUEM YPOBHS 3aIIMIICHHOCTH MEPCOHATBHBIX JaHHBIX B COOTBETCTBHH CTPEOOBAHUSIMU
[Tocranosnenus [IpaBurenscrBa Poccuiickoit @eneparuu ot 01.11.2012 Ne 1119 «O6 yTBepx’aeHun
TpeOOBAaHUI K 3aIIMTE MEPCOHAIBHBIX JAHHBIX IPU WX 00paboTke B MH(POPMALMOHHBIX CHCTEMax
MEPCOHATIBHBIX JTAHHBIX);

® MPUMEHEHUEM TMPOUICNIINX B YCTAHOBJICHHOM IOpPAIKE NPOLEIYpPY OICHKH COOTBETCTBHS
CPEeACTB 3alIUTHl THPOPMALINH;

e OIEHKOH 3((PEKTUBHOCTH NPUHUMAEMBIX MEp IO 3aIIMTE NEPCOHAIbHBIX JaHHBIX JI0 BBOJA B
HKCITYaTaIHI0 HHPOPMALTMOHHON CUCTEMBI IEPCOHANBHBIX JaHHBIX;

® BOCCTAaHOBJICHMEM II€PCOHAJBHBIX AHHBIX, BCJEACTBHE MOJIYYEHHUS HECAHKIIMOHUPOBAHHOTO
J0CTyIa K HUM;

® YCTaHOBJIGHMEM TMpaBMJ JOCTyNa K T[EPCOHAJbHBIM  JIaHHBIM, O0OpabaThIBaéMbIM B
MH(POPMAIIMOHHBIX CUCTEMaxX MEePCOHANBHBIX JAHHBIX, a TAKKe 00ECTIeYeHHEM PEruCTpalliy U y4eTa
BCEX JICHCTBUI, COBEpIIAEMBIX C NEPCOHAIBHBIMH JaHHBIMH B HH(OPMAIIMOHHBIX CHCTEMax
NEPCOHATBHBIX JAHHBIX;

® KOHTpPOJIEM 32 MPUHUMACMbIMH MEpPaMH IO 3alUTE MEPCOHATIBHBIX TAHHBIX U OIpPENEIIEHHOTO
YPOBHS 3alUIIEHHOCTH HWH(MOPMALMOHHBIX CHCTEMaX IEepPCOHAIBHBIX MaHHBIX B IIpoIecce ee
HKCITyaTaI1H.

5. OCHOBHBIE TPEBOBAHMUS K ITPOLINECCAM OBECIIEYHEHU A
WH®OPMAIIMOHHOM BE3OIACHOCTHA

Mertoandeckoe pPyKOBOJCTBO, pa3pabOTKy peleHHHd Mo 3amuTe WH(GOpMAIHMM, COTJIACOBAHUE
BbIOOpA CPEICTB BBIYUCIUTEIBHONM TEXHUKH, MPOTPAMMHBIX M HPOTrPaMMHO-aNIapaTHBIX CPEICTB
3alIUTHl MHPOPMALIMK, OPTaHU3AIMI0 PadOT IO BBISBICHHIO BO3MOXHOCTEH M MpPEAyHpekICHUIO
YTEUYKd M CBOKMCTB 3amuuiaeMoil uHQpOpMaluu, arTecTaluio OO0bEKTOB HH(OpMaTH3ALUU
OCYIECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpHbIe oapazaeneHust O0pazoBaTenbHON OpraHU3alIHH.
Puznyeckas 0e30MaCHOCTD
[IpuHsATBIE OpraHU3allMOHHbIE M TEXHMYECKHE Mephl Mo 3ammre nomeuieHnid OOpa3oBaTeibHas
OpraHu3alus, CEpBEPHOr0O M KOMMYTAIIMOHHOTO OOOpYJIOBaHHUS, aBTOMATH3MPOBAHHBIX paboumx
MecT Tojb3oBareneil nHpopManMoHHBIX cucTteM OOpas3oBarenbHasi OpraHM3alus O00ECIeYUBAIOT
peann3aluio cIeIyonuX Mep mo:
® pasrpaHUYEHHUIO JOCTyna pabOTHUKOB B moMemieHuss OOpazoBaTenbHON OpraHU3alMd B
COOTBETCTBUH C UX MOJHOMOYHMSIMU U TOJDKHOCTHBIMH OOSI3aHHOCTSIMU;
e peructpaiud (GakToB BX0Ja pAOOTHUKOB B IOMEIICHHS B KOTOPBIX BeleTcs 00paboTka
NEPCOHATBHBIX JAHHBIX;
® KOHTPOJIUPYEMOMY TMpeOBbIBaHMUIO TOCTOPOHHUX JMll B OOpa3oBaTeNbHOM OpraHU3ald B
MOMEIICHUS, B KOTOPBIX BeaeTcss 00paboTka MH(OPMAIMK OIPaHUYEHHOTO JOCTYIA U Pa3MElCHBI
anrmaparHble CpeacTBa HH(POPMALIMOHHOM CUCTEMBI,
e OpraHu3alyy pexUMa KOHTPOIUPYEMOT0 BHOCA/BBIHOCA CPEACTB 00pabOTKM MHPOPMALIUH.

[Tomemenus OOpa30BaTENbHOM OpraHU3aMU T0JDKHBI OBITH 000pYIOBaHbI IETEKTOPAMH OTHSU
IbIMa, OTHETYIIMTENISAMH, CHUCTeMaMU KOHJHMIIMOHMPOBAHUS BO3JyXa, CpPEJICTBAMU OXpPaHHO-
[I0KapHOW CUTHAIIU3ALUH.

OcHOBHOE cepBepHOE W KOMMYTAalMOHHOE ob6opynoBanue OOpa3oBaTeNbHOW OpraHU3ALUU
JIOJDKHO OBITh 3alMIEHO OT IMepedoeB B TMojaye D3JICKTPOIHEPrUU IyTEeM TMOAKIIOYEHUS K
ANIEKTPOCETH C TPUMEHEHHWEM HCTOYHHKOB Oecrepe0OHHOro MUTaHUS M PE3EPBHOTO JTU3ENb-
rereparopa. McrouHuku OecriepeOOWHOrO MUTAHUA HEOOXOIUMO pETYJSIPHO TECTHPOBATh U



MPOBEPATH YIOJIHOMOYEHHbIM paboTHHKam OOpa3oBaTelibHAsi OpraHM3alus B COOTBETCTBHH C
PEKOMEHIAIUSMH TPOU3BOUTEIISL.

[TopTaTuBHBIE TEXHUYECKHUE CPEICTBA HE JOJDKHBI OCTABATHCS 3a MpeAeIaMyu KOHTPOJIUPYEMOi
306l OOpa3oBaTenbHasi opraHu3anus 0e3 KOHTPOJIS CO CTOpPOHBI paboTHMKOB OOpa3oBarenbHas
OpraHu3aIusl.

Be3onacHocTh Ha padoueM mecTe

3ampemiaercss BECTH 3alUCh MApoJie B OTKPHITOM BHAE Ha MaTEpUAIbHBIX HOCUTENS, 32
UCKJTIOUEHHEM CITy4aeB, PErJIaMEHTHPOBAHHBIX METOJIOB XPAaHEHHUSL.

JIOKyMEHTBl M HOCUTENU C HHpOpMalMell OrpaHMYEHHOTO JOCTyNa JOJDKHBI yOuparbcs B
oreyareiBaeMble Mecta (cedidpl, mkapsl W T.I.), NOpu yxoae ¢ pabouero mecta. Ha
aBTOMATH3UPOBAaHHOM paboueM Mecte [losmb3oBaTens pabouas ceccust JOJDKHA OBITH INpepBaHa,
paGoumii cronm 3almokupoBaH. Bxoj monp3oBaTenss B CHCTEMY HE JIOJDKEH BBITIOIHATHCS
aBTOMAaTHYECKH.

JIOKyMEHTBI, cofiepKale HH(HOPMAIIO OrPaHUYEHHOTO JI0CTYTIA, TOJIKHBI Cpa3y U3bIMATHCS
U3 MeYaTaloumx yecTpoucTB. s yrunusanmuu KOHQUACHIIMATBHBIX JOKYMEHTOB, JOJKHBI
UCIOJIb30BAThCA YHUUYTOXKUTEIN JOKYMEHTOB HEe HIDKEe 4 YpOBHS IO CTaHIapTy Oe30macHOCTH,
MPUMEHSEMOMY K YHUUYTOXHUTEISIM JJOKYMEHTOB.

[Ipy uWCHONB30BAHMM MOOWJIBHBIX TEXHHYECKMX CPEICTB HEOOXOAMMO  COOIIOAATh
TONOJHUTEIbHBIE MEpHl 0 PperjaMeHTAllMd W KOHTPOJIO HCIOJNb30BaHUS B HMH(POPMAIIMOHHOMN
crCcTeME MOOMIIbHBIX TEXHUYECKUX CPEICTB.

Haxoxnenue mnpeacTaBUTeNed IOPUIMYECKUX JIMI] B pPaMKax WCIOJIHEHUS JOTOBOPHBIX
00513aTeNbCTB B MOMEIIEHHAX, B KOTOPBIX BeAeTCs 00paboTka HHPOPMAIIMU OrpaHUUYEHHOr 0 JOCTyIa
MH(POPMAIIMOHHON CHUCTEMBI, BO3MOXKHO TOJIBKO B COINPOBOXKJCHHMU paboTHHKa OOpazoBaTenbHas
OpraHu3aIus JIOMyIEHHOT o 10 00paboTKM Takoi HHpOpPMAaLIUH.

Pa3zmMereHne TeXHUYECKHX CPEICTB BBIBOJA MH(opMaruu B momerieHusx OOpa3oBarenbHas
OpraHu3aiusi TMPOU3BOAUTCS C YYETOM HCKIIOYEHUS BO3MOXKHOCTH BHU3YaJbHOTO IPOCMOTpa
uHpOpMAllMM TIOCTOPOHHUMHM JIMLIAMU M DPAaOOTHUKaMH, HE JOIMYIIEHHBIM K paboTe ¢ JaHHOH
uHpopManuen.

TexHuueckue cpencTBa TOHKHBI pa3MEIIaThCs U XPaHUTHCS TAKUM 00pazoM, YTOOBI COKPATUTh
BO3MOJKHBIN PUCK TIOBPEXKICHUS M YTPO3bl HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA.

TexHuveckoe o0cay:kuBaHue 000Py10BAHNS

Texuuueckue cpencrsa OOpa3oBarenbHas OpraHU3alys JOJKHBI MPOXOAUTH HA PETyISIpPHON
OCHOBE CEpBHUCHOE OOCITY)XMBAaHHE B COOTBETCTBMM C PEKOMEHAAIMSAMH IPOU3BOAUTENCH
00opymOBaHUS.

PemoHT u cepBHCHOE OOCTyXHBaHME OOOpPYIOBAaHUS JIOJDKHBI BBIMIOJHATHCS TOJIBKO
KBAJTM(UIIMPOBAHHBIMU CIIELIUAIHACTAMH.

Texuuueckoe o6ciaykuBaHue OOOpPYIOBAHUS CTOPOHHUMM OpPraHM3alMsSIMU HE JIOJKHO
MPUBOIUTH K PUCKY HAPYIICHUS KOH(DUICHITNATILHOCTH 3al[UIaeMON HHPOpMAIIUH.
B3auMogeiicTBHe ¢ TPEeTHUMH JIULAMU

B nemsix oGecniedenus nHpopManmoHHOH O6e3onmacHocTn OOpa3oBarenbHas OpraHU3alus Ipu
B3aMMO/ICHCTBUHU C TPETHUMU JIMIIAMU JIOJKHO BBINOJIHATH CIEAYIOIINE MEPOTIPHUATHUS TIO:
® 3aKIIOYCHHMIO COIJIAICHHWS O HEepasIIalleHWd WHGPOpPMAalMd OTPAaHWYEHHOTO JOCTYyIa,
MIOJTyYEHHOH B XOJIe HCIIOJHEHUS JOTOBOPHBIX 0053aTENIbCTB;
® OCYUICCTBJICHHIO KOHTpOJIA 3a JCHCTBUAMHU TpEACTaBUTENCH KOHTPAareHTOB B Mperenax
KOHTpOJHpyeMoii 30HbI OOpa3oBaTenbHas OpraHu3aliysl.

Ynpap/eHue ;KU3HEHHbIM IUKJIOM HHPOPMAIIMOHHBIX CHCTEM

MepornpusiTus B mpolecce KU3HEHHOTo HUKIa MHPOpMarmoHHbIX cucteM OOpa3oBaTenbHast
OpraHu3aius JOJDKHBI ObITh HamlpaBjieHbl HAa OOECleYeHHEe 3alUThl MH(OpMAIMM MPH BBOJE B
JeWCTBUE, SKCIUTyaTalluy, COMPOBOXKICHUH U MOJCPHHU3AIINH, BEIBOJA U3 HKCILTyaTaI[HH.

OcHoBanneM npu pa3paboTke HHPOPMALMOHHBIX CHUCTEM JOJDKHBI SIBJISATHCS PpEIICHUS
NPUHATBIE Ha CTaguu (OpPMHUPOBaHUS TpeOOBaHUM, coaepikaiire TpeOOBaHHUS B TOM YHCIE IO
cHCTeME 3aIUThl HHPOPMAIIH.

Jlro6oe rraHupyemMoe K BHEJPEHUIO U3MEHEHHE MHPOPMALMOHHON CUCTEMBI IPEABAPUTEIHHO
JIOJDKHO ~ OBITh  NPOAHAIM3MPOBAHO HAa  COBMECTHMOCTb U OTCYTCTBHE  HapyIICHUH
paboTOCTIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCIIE CPEJICTB 3aIUTHl HHPOPMAIIIH.

PaGoTsl mo MopepHM3aUMM WHGOPMAIMOHHOH CHCTEMBbI, B TOM YHCJIE€ IO YCTaHOBKE



IPOrpaMMHOTO oOecrieueHusI 1 OOHOBJICHUH, JOJDKHBI IPOBOJUTHCS B HEpabodyee BpeMs WM BpeMs
HauMEHBIIeH paboyeii Harpy3KH.

[Ipu BbIBOJE M3 SKCIUTyaTalMd HWHQPOPMALMOHHBIX CHCTEM JIOJDKHO OOecrednBaThCs
rapaHTUPOBAHHOE yJalieHHe 00pabaTbiBaeMON U XpaHUMOW B HUX MH(OPMAIMU C UCHOIH30BAHUEM
CPEACTB TapaHTUPOBAHHOTO YHMUYTOXKEHUS HH(OPMAIMHM WM MyTeM (QHU3HMYECKOT0 YHUUTOKEHUS
HocuTeNel HHPOpMaIUH.

Bce mpouenypsl oOecriedenus 3amuThl MHPOpPMAIUMH, ycTaHOBJIeHHble B OOpa3zoBaTenbHON
OpraHu3alluy B OTHOIIEHUH HH()OPMAITMOHHBIX CUCTEM, JJOJKHBI BBIMOIHATHCS U KOHTPOJIMPOBATHCS
OTBETCTBEHHBIMH JIMLIAMH 32 OPraHU3alKIo padoT Mo 3auTe HHHOPMAITHH.

KonTpoas 1ocTyna kK mH(pOpMaMOHHBIM CHCTEMaM

Bce paGotHukm  OOpa3oBaTenbHOM  OpraHu3alMM, JIONMyIIeHHble K  paboTe ¢
MH(POPMALIMOHHBIMH ~ CUCTEMaMH, HECYT IE€PCOHAJbHYIO OTBETCTBEHHOCTh 3a HAapyIICHUS
YCTaHOBJIEHHOT'O TIOPsiiKa 00paboTKK MH(POPMALIKH.

VYpoBeHb TONHOMOYMI TMosb30BaTesss B HH(popManuoHHoi cucteme (OOpa3oBaTenbHON
OpraHu3allUuK JOJDKEH OMPEeNATHCS B COOTBETCTBUH C €0 JIOJKHOCTHBIMH 00S3aHHOCTSIMH.

Jloctyn monb3oBareneil K HHPOpManumoHHbIM cuctemMaMm (OOpazoBaTenbHas OpraHU3aLUs
JOJDKEH KOHTPOJIMPOBATHCS aJMUHUCTPATOPOM UHPOPMALTMOHHOMN CUCTEMBI.

Ocyl1iecTBiICHNE PETyISIPHOTO KOHTPOJIS BBIMOJHEHHUS OPraHU3allMOHHO-PACTIOPSIUTENBHBIX
JTOKYMEHTOB, KaCaloIIMUXCs PeriaMeHTaluy Jonycka paboTHHKOB OOpa3oBaTebHONW OpraHu3auu K
MH(POPMAIIMOHHBIM CHCTEMaM.

HNpentuduranus u ayreHTHGUKANUA

JlocTyn monb3oBareneil K MHPOPMALMOHHBIM CHCTEMaM JIOJDKEH MPEJOCTABIATHCS TOJIBKO
1ocJyie YCIEUTHOTO 3aBEpUICHUS UACHTU(PHUKAIINY, Ay TeHTU(DUKAIIH.

[TonyyeHue mosib30BaTeieM HMEHM B HWH(OPMAMOHHOM CHUCTEME U TMapoJisi, KOTOphIe
o0ecreynBaoT AOCTYN K HHPOPMALMOHHON CUCTEME, TOJDKHO OCYIIECTBIISTHCS IO MPEICTABICHHIO
PYKOBOJIUTENS CTPYKTYPHOTO MOIPa3/IeICHUsI.

Yupasienue 10CTyInoM

B OOpa3oBarenbHOil OpraHu3anu JOJDKHO OCYIIECTBIISATHCS yIPABICHHE JOCTYIIOM K
MH(POPMAIIMOHHON CHUCTEME IOCPEACTBOM pEANH3alUU HEOOXOAWMBIX METOJOB, THUIIOB U IPABUI
pasrpaHHueHHsl  JIOCTyNa  IOJIb30BaTeNnsiM  MHQopMarmoHHOW  cuctembl  OOpa3oBarenbHas
opranuzanus. B ToMm umcne oOecriedeH 3allWIIEHHBIA yNAJIEHHBIA JOCTYN CyOBEKTOB JOCTyINa K
00BEKTaM JI0CTyIa Yepe3 BHEIHUE HH(POPMAIIHOHHO-TEIEKOMMYHHUKAIIMOHHBIE CETH.

Be3onacHocTh npu padoTte ¢ HOCUTEISIMU HH(OPMaLIUH

PaGotHuku OOpa3oBaTeNbHOM OpraHMW3aldé  JOJDKHBI HCIOJNb30BATh TOJBKO YYTEHHBIE
CbEMHbBIE MAIIMHHBIE HOCUTETN UH(OPMAIUH [T BHIIOTHEHUS! CBOUX JOJDKHOCTHBIX O0SI3aHHOCTEH.
Vcnonp30BaHrue CheMHBIX MAITMHHBIX HOCUTENeH nHpopmanuu B OOpa3oBarenbHas OpraHu3aius B
MHBIX LEJIAX CTPOro 3arpenieHo.

ChbeMHbIe MAITMHHBIE HOCUTENIN HH(POPMAIIUK TOJDKHBI XPAHUTCS B OTIEYaThIBaeMbIX IIKadax,B
MOMEIICHUAX B KOTOPBIX MIPEeIyCMOTpeHa 00paboTka nH(pOpMAIIMU OTPAHUYEHHOI0 JOCTYIIA.

B ciydae kpaku MM MOTEpU CHEMHOTO MAIIMHHOTO HOCHTENS MH(OpMAIUH, a TaKkKe HHBIX
MHIMJICHTOB, KOTOpPHIE MOTYT TNPHUBECTH K HApPYLICHHIO CBOMCTB MH(OpPMALUU OrpaHUUYEHHOTO
JOCTYIA, JOJKHBI IPOBOAUTHCS MEPOIPUSATHS 110 PACCIEIOBAHUIO TAKUX UHIIMJICHTOB.

[Tpu BBIBOAE M3 IKCIUTyaTallM¥ ChEMHOTO MAIIMHHOT'O HOCHTENS MH(POPMALMHU, BCE TAHHBIC,
XpaHs;IIMecs: Ha HEM, JIOJDKHBI OBITh YIaJeHbl ONpENeNeHHONM KOMHCCHEH M3 uncia pabOTHUKOB,
CPEACTBOM TrapaHTHPOBAHHOIO YHHUYTOXKECHUS HHPOPMALIUH.

@aKkT YHUYTOXKEHHS HMHPOPMALMKM HA CHEMHOM MAIIMHHOM HOCHUTENEe HWH(POpPMALUU
¢ukcupyercss B akTe 00 YHHYTOXKEHUM HWH(GOPMALMM CO CHEMHOI'O0 MAIIMHHOIO HOCHTENS
uHpOpMaIUH.

Perucrpanus co0bITHi

B OOpa3oBarenpHas oOpraHu3anusi JOJDKHA OCYIIECTBIISATBCS PETHCTpallMd  COOBITHI
0€30IacHOCTH Ha BCEX KOMIIOHEHTaX MH(OpMaIMOHHBIX cucteM OOpa3oBaTeNbHON OpraHu3aluy, B
KOTOpPBIX 00pabaTbIBaeTcs 3aniuiaeMas nHpopMarus.

AHTHBHPYCHAs 3allIMTA

B umemax oOHapyXeHHss M YCTpaHEHUs BPEIOHOCHBIX mporpaMMm B OOpa3zoBaTenbHON
OpTaHu3alluK JJOJDKHBI UCTIOIb30BATHCS CPEICTBA AHTUBUPYCHOM 3aIIMTHI HH(POPMALIKH.

OO0s13aTeNnbHOMY KOHTPOJIIO CPEACTBOM aHTHBHPYCHOM 3amuThl HMH(OpMAIMHM  JOJDKHA



nojuiexarb Jrobas uHpopManus (TekcToBble (ainbl  MOOBIX  (popmaToB, (Gailnel  JAHHBIX,
UCTIOJNHsIeMble (aiiibl), moidy4yaeMas M IepefaBaeMas IO JIOKAJIbHOW BBIUYMCIUTEIBHOW CETUB
TOM YHCIIE M CETSIM OOIIEro MoJIb30BaHMs, a TaKkKe HHPOpMaIus, XpaHUMasi Ha CbeMHBIX MAITHHHBIX
HOCHUTEIISX UH()OPMAITHH.

[Tpu ycTaHOBKE IPOrpaMMHOT0 0OECTIEYEHHUs MIIM er0 OOHOBIIEHUS Ha CEBEPHOE 000pyI0BaHNE
JOJDKHA ABTOMATHYECKH BBIMOJHATHCS IpEIBAapUTENIbHAS MPOBEPKAa JAHHOTO IMPOrPaMMHOIO
o0ecrieyeHus1 Ha OTCYTCTBHUE BPEIOHOCHOTO IIPOTPAMMHOT0 00ECTICYECHH .

OOHoBiieHHe 0a3 cUTHATYp JUIS CPEACTBA AHTUBUPYCHOM 3alUThl MH(OPMAIMH JOJKHBI
OOHOBIIATHCS €KETHEBHO.

[Tonp3oBatenn  6e3 npaB aJIMUHHUCTpaTopa MH(POPMAIIMOHHOM CHCTEMBI
OOpa3oBarenbHOM OpraHM3alMid HE JOJDKHBI HMMETh BO3MOXXHOCTh MOJNYYEHHMsS JOCTyHma K
KOH(UTypaIii aHTUBUPYCHOT'O CPEJCTBA 3AIUTHI MM €r0 OTKITIOUCHHS.

KoHTpoJ1b 3211IMIIIEHHOCTH NEePCOHATBHBIX IAHHBIX

B mensx MCKIIOYEHHUs SKCIUTyaTallud YSI3BUMOCTEH MPOrpPaMMHOrO OOECTIeYeHMS JOJIKHBI
NPOBOMUTCS  Pa0OThl IO BBISBICHHUIO, AaHAJIM3Y YSI3BUMOCTEH HMH(POPMALMOHHOW CHCTEMBI U
OIEPaTUBHOE YCTPAaHEHHE BHOBH BBISBJICHHBIX YSA3BUMOCTEH. B TOM umcie opranusanusi KOHTPOIS
YCTaHOBKH OOHOBJICHUS IPOIPaMMHOI0 00eCreueHus BKIII0Uasi CPE/ICTB 3aIUThl HH(POPMALIKH.
Hcnoab30BaHne MPOrpaMMHOro odecneyeHust

Beibop mnporpammHoro obecriedeHusi I MPOU3BOJICTBEHHBIX HYyxa OOpazoBaTenbHON
OpraHu3alluK JIOJDKEH MPOU3BOAMUTHCS B NPHOPUTETE K OTEUECTBEHHOMY, BHECEHHOTro B EMHBIM
peecTp pOCCUICKUX MPOTrpaMM ISl SJIEKTPOHHBIX BHIYMCIUTENBHBIX MAIIMH U 0a3 JaHHBIX. B ciydae
OTCYTCTBUS aHajora B ETMHOM peecTpe poCcCHICKUX MPOrpamMM /IS 3JIEKTPOHHBIX BEIUUCIUTEBHBIX
MalMH ¥ 0a3 JaHHBIX JIOMYCKAaeTCs HCIOIb30BaTh IMPOIPAMMHOI0 OOecreueHHe HWMIIOPTHOTO
MIPOU3BO/ICTBA.

Hcnosb3oBanue cpeacTB KpUNTOrpaduuecKoi 3auThl HHGOPMaLUH

ObecnieueHne 3amUThl HHPOPMALIUK OTPAHMYEHHOTO JOCTYIA OT PaCKpPBITHS, MOAU(DUKAITUTIT
HaBs3bIBaHMS (BBOAA JIOKHOW WHGOpMAIMU) TpuU ee Tnepenade (MOATOTOBKE K Tiepeaade)Ino
KaHaJlaM CBS3M, HWMEIOIIMM BBIXOJ 3a Tpeieibl KOHTPOJUPYEMOH 30HBI 0O0ecrednBaeTcs
PUMEHEHHEM CPEACTB KPUNTOrpaguueckoil 3auThl HHPOPMALIUH.

[Tpuobperenue cpencts kpunrorpaduieckoil 3amutel uHGopManuun OOpazoBaTeabHON
OpraHu3allii OCYIIECTBISETCS HAa OCHOBAHWU JOTOBOPOB M KOHTPAaKTOB C JIHUIIAMU HMEIOIIUMHU
neiictByromryto nuieHsui0 @Chb Poccum Ha ocyliecTBIeHHE NESTEIBHOCTH MO pa3paboTke,
MIPOU3BOJICTBY, pacrpocTpaHeHHIO I pOBaTHHBIX (xpunTorpaduuecKux) CpeACTB,
MH(POPMAIIMOHHBIX CHUCTEM M TEIEKOMMYHHUKAIIMOHHBIX CHUCTEM, 3aIMIICHHBIX C HCIOJIb30BAHUEM
mu(poBaIbHBIX (KpUNTOrpaMuecKux) CPelCTB, BHIMOJHEHUIO PabdOT, OKa3aHHUIO YCIyr B 001acTH
mdpoBanus HHGOPMAIUH, TEXHUUECKOMY OOCITY)KMBAHUIO MHU(PPOBANBHBIX (KPUITOrpapUIECKHX)
cpeAcTB, HWH(MOPMAIMOHHBIX CHUCTEM U TEJIEKOMMYHHUKAIIMOHHBIX CHCTEM, 3allUIIEHHBIX C
MCTOJIb30BAHUEM HIM(PPOBATBHBIX (KPUNITOrpaUUecKUX) CPEACTB (32 UCKIIOUCHHEM CIIydasi, e€Clii
TEXHUYECKOe OO0CITyKUBAHHE (P POBATBHBIX (xpunTorpadruecKux) CPEICTB,
MH(POPMAIIMOHHBIX ~ CUCTEMHU TEIEKOMMYHHMKAIIMOHHBIX CHCTEM, 3alHIICHHBIX C UCIOJIb30BAHUEM
mupoBaIbHBIX (KpUOTOrpaQUUECKUX) CPENICTB, OCYIIECTBISIETCS Ui 00ecredeHnss COOCTBEHHBIX
HYKJ] FOPUANYECKOTO JIMIA UM UHAWBUYaTbHOTO MPEATPUHUMATES).

B memsix opranmzanmum M oOecriedeHHMH TIepefayd WHGOpMalMu IO KaHajlaM CBSI3UC
UCIOJB30BAHUEM CPEJICTB KpHUNTOrpaduyeckoil 3amuThl WHPOPMALMU, a TaKKE BBIMOJIHEHHS
muneH3noHHbIX TpeboBannit ®Ch Poccun B OOpazoBaTenbHON OpraHU3aIluy JIOJDKEH OBITh CO3/aH
OpraH KpUnrorpaduyeckoi 3aimrol.

[Topraneable pemeHus OOpa3oBaTeNbHONW OpraHM3allMU C BO3MOXHOCTBIO JOCTyHa C ceTei
O0ILEero MoJb30BaHUSA JOJDKHBI B NPUOPUTETE pPa3pabaThIBATHCS C OpraHU3alMed 3alUIICHHOTO
KaHaja nocpeactsom nportokona TLS ¢ mognepsxkkoit anroputmos I'OCT 34.10.

Hcnosb30Banue 3JIeKTPOHHOM MOYTHI

DJNeKTpOHHAs TOoYTa JO0JDKHA MCIOJIb30BaThcs B OOpa3oBaTeNnbHOM OpraHu3aldd C LEJIbI0
OpraHu3aiui OOMEHa DSJEKTPOHHBIMH COOOIICHHSMH MeEXJIy paOOTHHUKaMH U CyObeKTaMH
MH(POPMALIMOHHOM 0€30MacHOCTH.

IIpu ucnoJIb30BaHUU HIIEKTPOHHOM ITOYTHI 3aIIPEIACTC:
e o0MeH MH(pOpMaLMed i CaykeOHOro MOJb30BaHUS, a TaKke HH(OpMaIMeld OrpaHUuYEHHOTO
JOCTYyTIa;



® IIPEAOCTaBICHUE JOCTYIIa K DJJEKTPOHHOM II0YTE C MCIOJIb30BAHUEM JAHHBIX CBOEH YYETHOH
3aIlUCH TPETHUM JIUIAM;

e yOJMKaIMs CBOETO CIYXEOHOro ajapeca 3JMEKTPOHHOM MOYTHI B 3JEKTPOHHBIX KaTajorax, Ha
MOMCKOBBIX MaIllMHAaX M JPYTHX pecypcax ceTu MHTepHeT B LeisiX, He CBA3aHHBIX C MCIIOJHEHUEM
CBOUX JIOJDKHOCTHBIX OOSI3aHHOCTEH;

® T[IOANHKCKA TIO AJIEKTPOHHON IMOYTE Ha pa3iIM4yHble pPEKIaMHBbIE MaTepHalIbl, JIUCTHI PACCBHUIKH,
ANIEKTPOHHBIC JKypHAJbl W T.A., HE CBS3aHHBIC C BBIOJHEHHEM II0JIb30BATENIEM JIOJHDKHOCTHBIX
00SI3aHHOCTEIH;

® OTKpBHITHE (3allyCK Ha BBINOJHEHHUE) (ailyloB, MOJYYEHHBIX MO DJIEKTPOHHOH IodYTe WIH U3
pecypcoB cetu HHTepHer, 0e3 MpeABapUTEIbHON MPOBEPKHM UX AHTUBUPYCHBIM IPOIPAMMHBIM
obecrieueHueM.

PaGora B ceTsix 0011er0 NoJIb30BAHUS

OOpa3oBarenbHas OpraHu3alys OCTaBIIET 32 cO0OW MpaBO OJIOKUPOBATH WIM OrPAaHUYMBATH
JOCTYI pabOTHUKAM K CETSM CBsI3U OOIIEro MOJb30BaHUsA, B TOM uuciie ceTu IHTepHeT, coaepikanue
KOTOPBIX HE HMEET OTHOLICHHWS K WCIIOJHEHHIO JOJDKHOCTHBIX OOSI3aHHOCTEH, a Takke K
MHOOPMALIMOHHBIM  pecypcaMm,  COJEp)KaHHEe W HalpaBJIEHHOCTh  KOTOPBIX  3alperieHb
3aKoHOaTenbCcTBOM Pocculickoit denepanuu.

Wudpopmanms o  mocemaeMbix — paboTHMkamu — OOpa3oBaTeinbHOM  OpraHu3alyu
MH(POPMALIMOHHBIX ~ PECYpPCOB  MPOTOKOIMPYETCS sl  THOCHEOYIOIEro aHaliu3a W, IpH
HEOOXOIMMOCTH, MOXKET OBITh TPEACTaBICHA PYKOBOAMUTENSAM CTPYKTYPHBIX MOJpa3JefeHui, a
TaKxke pykoBoauTento O6pa3oBaTenbHON OpraHu3aluy st KOHTPOJIS.

[Ipu ucnonb3zoBanuu cetn MHTEpHET 3anpenieHo:

® CIIONIB30BATh MpenocTaBieHHbIH OOpazoBaTenbHas OpraHu3alusl JOCTYN B ceTh VHTepHET B
JIMYHBIX LETIX;

® CIIOJIb30BAaTh HECAHKLIMOHMPOBAHHBIE IPOrPAaMMHBIE W IPOrPaMMHO-ANIapaTHbIE CPE/CTBa,
MO3BOJISIOIINE MTOJTyYUTh HECAHKIIMOHUPOBAHHBIN 10CTYM K ceTu IHTEepHeT;

e myOIMKOBaTh, 3arpy’kaTb H pPacCHpPOCTPAHATh MaTepHalbl, COJIEp)KALINEe HEJOCTOBEPHYIO
uHpopmanuio o O6pazoBaTenpHas Opranusanus, a Takxe arscuduuponaTs cBoit [IP-anpec.
Pe3epBHOe KONMPOBaHME U BOCCTAHOBJIEHHUE TAHHBIX

Ocy1iecTBIeHHE PE3EPBHOTO KOMTMPOBAHMUS TOIDKHO OCYIIECTBIISTHCS IS

e wuHdopmaruy, oOpabarbiBaeMOi Ha  (ailJloBOM cepBepe U  CepBepe  IMPHIOKEHUIH,
MH(POPMAIIMOHHOI CUCTEMBI;

e pabouux MeCT aJJMMHUCTPATOPOB HHPOPMALIMOHHON CHCTEMBI.

YacTtora W peXUM PE3epPBHOIO KOMMPOBAHUS YCTAHABIMBAIOTCS TaKUM 00pa3oM, YTOOBI
o0ecreynTh MUHUMAJIbHYIO IOTEPIO JAHHBIX M ONEPaTUBHOE BOCCTaHOBIICHHE.

Hactpolika pe3epBHOT0 KOMUPOBAHUS M BOCCTAHOBJICHUS PECYPCOB MHPOPMALIMOHHBIX CUCTEM
OOpa3oBarenbHOM  OpraHM3allid  JOJDKHBI  HPOBOJUTH  YHNOJHOMOYEHHbIE  pabOTHUKHU
OO0pazoBaTeNbHON OpraHU3aIliH.

PezepBHOE KOmMHMpOBaHME JOJDKHO  OCYIIECTBIATHCS B~ ABTOMAaTHUYECKOM  PEKHUMEC
NPUMEHEHHEM OTEYECTBEHHOIO CIEHHUATU3UPOBAHHOTO CPEJICTBA PE3EPBHOTO KOMUPOBAHMSA C
JEUCTBYIOIUM CEPTU(PHUKATOM COOTBETCTBUS MO TpeOoBaHusAM Oe3onacHocTH HHpopmarun @CTIK
Poccun.

6. OCHOBHBIE TPEBOBAHMUSA K ITPOINECCAM YIIPABJIEHUSA
WH®OPMAIIMOHHOM BE3OIMACHOCTBIO
MounnTopuHr nHGpOPMAIHOHHOM 0e30MaCHOCTH

Ha mocTosiHHONM OCHOBE JOJDKEH MPOBOAWUTHCS KOMILICKCHBINH aHamu3 (yHKIMOHHPOBAHUS
uHpopManMoHHON  cuctembl OOpazoBaTenbHAass OpPraHM3aLUs M BO3HHUKAIOIIMUX  COOBITHI
MH(POPMALIMOHHOM 0€30MacHOCTH.

[Iporiecc MOHMTOpPWHra CHCTEMBI oOOecriedyeHHss MH(OPMAIMOHHONW OE30MaCHOCTH JOJDKEH
BKJIIOYATh B ce0s1 KOHTPOJIb OPraHU3alMOHHBIX U TEXHUYECKUX MEp I10 3aIuTe HH()OpMAIMH, aHATN3
napaMeTpoB KOH(UTYPALlUU U HACTPOHKHU CPEICTB 3aLIUTHI HH()OPMAIHH.

IIpy nmpoBeneHUM KOHTPOJIBHBIX MEPOIPUATHM, CBA3aHHBIX C OLICHKOW peald3aluyd Mep IO
3amure uHGopManuu B OOpa3oBaTeNbHOM OpPraHU3alMM, YIOJTHOMOUYEHHbIE PAOOTHUKHU JIOJIKHBI
MIPUAEPKUBATHCS CIEAYIOIINX IPUHIIUIIOB:



e He HapywmaTh QyHKIIMOHHPOBaHUE JiesiTeabHOCTH OOpa3oBaTenbHON OpraHu3alyu;

® JICiiCTBOBaTh B COOTBETCTBHUM C YTBEpPKICHHBIMH OpPraHMU3ALMOHHO- PACIOPSAUTEIbHBIMU
nokymeHTamMu OOpa3oBaTeNbHON OPraHU3aIMH 10 3aIUTe HHPOPMALINY;

® He CKpbIBaTh (DaKThl BBISIBICHHBIX COOBITHI MH(OpMAIIMOHHON O€30ITaCHOCTH;

e 0(hOpPMIIATH OTYETHI, MOJTBEPKIAIOIINE BHITIOJIHEHHE MEPOIPUATHIA MO 3alUTEHH()OPMAITHH.

Wudopmanus, nmoryuyeHHas B X0/1€ IPOBEICHUS KOHTPOIUPYIOIIHUX MEPOIIPUITUN O JeHCTBUSX,
COOBITHSIX M TapaMeTpax, MMEIOIIMX OTHOIIEHHE K pealin3alii Mep IO 3aluTe HHPOpMaluy,
JOJDKHA KOHCOJHUAMPOBATBCS M XPAaHUTbCS B MeCTaX, HCKIIOYAIOIIMX IIOJIyueHHe K Hel
HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

MOHUTOPHHT JNAaHHBIX O 3aPErHCTPUPOBAHHBIX COOBITUSAX HMH(OPMAIMOHHON O€30MacHOCTH
JOJDKEH TPOBOAUTHCS, MO BO3MOXXHOCTH, C MCHOJb30BAHUEM CHCTEMbl MOHMTOPWHIA MHIIMJCHTOB
MH(POPMAIIMOHHON 0€30MaCHOCTH MM BCTPOCHHBIX MEXaHHW3MOB HACTPOMKH M ayIuTa COOBITHIIB
OPOTPaMMHBIX M TIPOTPaMMHO-aNIapaTHBIX CPEJICTBaX, MCIOJIb3YeMbIX B HH(OPMAIMOHHOMN
uHppacTpykType OOpa3zoBaTeabHON OpraHU3aluy.

Yupasiienue puckamu

Omnpenenenne BHyTPEHHUX TPEOOBAHUHN 1O 3aluTe MHPOPMALUH, TOHKHBI OCHOBBIBATHCS HA
pe3yibTaTax IMPOBEICHHUS aHAINW3a PHCKOB HAapyIIEHUS OCHOBHBIX CBOWCTB 0O€30MacHOCTH IS
nH(pOPMaIMOHHBIX pecypcoB OOpazoBaTeTbHON OpraHU3aIHH.

OCHOBOI1 OIICHKH PUCKOB JIOJDKHA OBITH OIIEHKA YCIOBHHM U (DaKTOPOB, KOTOPBIE MOTYT CTaTh
NPUYMHON HApyIIEHHUs IEJOCTHOCTH, KOH(PHUICHIUATBHOCTH U JOCTYIHOCTH Il MH(POPMALMOHHBIX
pecypcoB OOpa3oBaTensHON OpraHu3aIuu.

Pe3ynbraToM mpoBeneHHs aHaIM3a PUCKOB JOJDKEH OBbITh pa3paOOTaHHBI KOMIUIEKC Mep,
HANpaBJICHHBIX Ha CHM)KCHHWE BO3MOJKHOTO HETAaTHBHOTO BIHSIHHMS Ha OCHOBHYIO J€SITEIHHOCTD
OO0pa3oBarenbHON OpraHu3aly P peaTn3aluy TOH Wi UHON Yyrpo3bl 6€30MacHOCTH HHPOPMAITUT
U 00ecneunBaloNX B JajJbHEHIIeM IOCTaTOYHBIA YPOBEHb 3alMIICHHOCTH HH()OPMAIIMOHHBIX
cucrem OOpa3oBaTENbHON OpraHU3aIIH.

Ynpasienune nHIUAeHTAMH HHPOPMALMOHHOM 0€301aCHOCTH

Jnst obecrieuenust 3pPEeKTUBHOTO pa3pelIeHHsI UHIIICHTOB HH(POPMALMOHHONW 0€30MacCHOCTHB
OOpa3oBarenbHON OpraHM3aluy, MUHUMH3ALKWK TOTEPh M YMEHBUICHHS pPUCKAa BO3HHUKHOBEHHS
MOBTOPHBIX MHIMICHTOB JIOJDKHO OCYILECTBIIATHCS YNpaBJICHHWE WHIMACHTaMU WH(MOPMAIIMOHHOMN
0€301aCHOCTH.

Jlnst ynpaBieHHs MHUUAEGHTaMM WH(GOPMAIMOHHOW O0e30MacHOCTH JO/DKHA OBbITh CO37aHa
ciry>)k0a MOHUTOPHHIA M pearupoBaHUs HA MHIUACHTH MH(DOPMAIMOHHOW 0€301MacHOCTH, KOTOpas
MOCPEJICTBOM KOMILJIEKCA CPEJCTB U MEPOINpPHUATHI Ui cOopa M KOHCOJMMIAIMH WH(pOpMaLuu 00
MHIMJICHTaX pellaeT [TaHHYI0 3aJady. B OTHOIIEHMM KaXIO0ro MpPOU3OLIEANIer0 HWHIUICHTA
paOOTHUKaMU U3 CIy)KObl MOHHUTOPHHIAa M pEarupoBaHMsl Ha WHUMIACHTH HMH()OPMAIMOHHON
0€30IaCHOCTH JIOJKEH BBIMIOJHATHCS €r0 aHau3, U pa3padoTka 3(P(PEKTUBHBIX MEp pearupoBaHUS
Ha JIAaHHBIN UHITUICHT.

AyauT cucremMbl obecriedeHust HHPOPMAIIMOHHOM 0€301aCHOCTH

B mensix omeHkM TeKymiero ypoBHs HHGpOpMannoHHON Oe3omacHoctn OOpa3oBaTenbHON
OpraHu3alluK Ha PETYJSIPHONH OCHOBE JIOJDKEH MPOBOIUTHCS ayAUT WH(POPMAIIMOHHON 0€301MacHOCTH.
BHyTpeHHME ayqUThl JTOJDKHBI BBIIONHATHCA paboTHMKamu OOpa3oBaTenbHON opraHu3anuu. B
YHCIIO 33jay, pellaeMbIX MPH MPOBEJCHUN BHYTPEHHUX ayAWTOB MH(OPMAIIMOHHON 0e30macHOCTH,
BXOJIAT:

e cOOp M aHaNM3 MCXOJOHBIX HAHHBIX 00 OpPraHU3alMOHHOW M (DYHKIIMOHAIBHOW CTPYKType
MH(POPMAIIMOHHBIX CUCTEM, HEOOXOAMMBIX JUIS OLEHKH COCTOSHUS CUCTEMBI3AIUTHl HHPOPMAIUY;

® aHaMM3 YTBEPXKICHHBIX OPraHU3allMOHHO-PACTIOPAIUTEIBHBIX  JOKYMEHTOB IO  3alluTe
uHpOpMAaLMK Ha MPEeIMET UX MOJHOTH U 3((HEeKTUBHOCTH, a Takke (HOpMUPOBAHHE PEKOMEHAAIUI
10 UX JJOpabOTKE WK Pa3pabOTKH HOBBIX;

e obOocHOBaHue (MHAHCOBOW S()(HEKTUBHOCTH BHOBH MPHUOOPETAEMBIX CPEIACTB  3aIIUTHI
uHpOpMaLNH;

® [pOBEpKa MPaBHILHOCTH BHIOOpA M HACTPOMKHU CPEACTB 3aUIUThI MHPOpMaluu, (GOpMUPOBAHHE
NPEUIOKEHUI O HCIIOJIb30BAaHUIO MMEIOIIUXCS CPEJICTB 3allUThl MH(OPMAIMK JJIsl MOBBIILICHUS
YPOBHS HaAEKHOCTU M 0€30MacHOCTH UH(OPMAITMOHHBIX cucTeM OOpa3oBaTenbHOIN OpraHu3aluy;

® aHaMM3 OTYETOB [0 TPOM3OLICIIIMM HWHIMICHTaM HWH(POPMAIMOHHONH 0e30MacHOCTH U



MPUHATBIM MepaM I10 UX pa3pelIeHHIO.
IToBbIIeHNEe 0CBEIOMIEHHOCTH PA0OTHUKOB

B pamkax opraHM3anMd  KOMIUIEKCHOTO TPOTHUBOJACHCTBHUS  yrpo3aM  0e30MacHOCTH
uHpOpMALUK, UCXOIAMMM OT paboTHMKOB OOpa3zoBaTeIbHON OpPraHU3allMHM JOJDKHA IMOCTOSHHO
MOBBIIIATHCS UX OCBEAOMIIEHHOCTh B 00J1aCTH 3aIIUThI HH(POPMALIUH.

[ToBbIIeHNE OCBEJIOMJICHHOCTHU pabOTHUKOB O06pazoBarenbHOM OpraHu3alu
OCYIIECTBIISETCS:
e o cymecTtBylommM B OOpa3oBaTenbHOM OpraHM3alMyd OPraHU3aLMOHHO- PACTIOPSAUTEIbHBIM
JOKyMEHTaM;
e 10 npuMeHseMbiM B OOpa30oBaTeIbHOM OpraHU3ai MepaM 3aIIUThl HHPOPMAIIUH;
® [10 MPaBWJILHOMY HUCIOJIB30BAHUIO CPECTB 3aLIUTHI HH(POPMALIUH.

7. SAKVIIOYEHUE

Bce TpeboBaHMs, yCTaHOBJICHHBIE JCHCTBYIOIIMM  3aKOHOJATENLCTBOM  Poccuiickoit
Qenepauny, IMOA3AKOHHBIMH aKTaMH W JIOTOBOPHBIMM  OTHOLUEHHUSIMH, a TakkKe IOAXO.
OOpazoBaTeNbHON OpraHu3auud K 00ECIIEYCHUIO COOTBETCTBHS ATHM TPEOOBAHUSAM JOJIKHBI OBITH
SIBHBIM 00Pa30M OTpPE/IeNICHbI, TOKYMEHTUPOBAHKI U MTOJICPKUBATHCS B AKTYyaTbHOM COCTOSIHUH.

B O06pa3oBaTenbHON OpraHM3aliy B MPUOPUTETHOM HAMPABICHHUH JIOJDKEH PacCMaTPHBATHCS
nepexo Ha MporpaMMHOe 0OecrieyeHne OT€YECTBEHHOT'O MPOU3BOIUTENS, BKIIFOUYCHHOTO B €HHBII
peecTp POCCUUCKUX MPOrpaMM JUIS DJIEKTPOHHBIX BBIYHCIMTEIBHBIX MAIlMH U 0a3 JaHHBIX. B ToM
9uclieé MO0 YacTH CEPBEPHOTO, KOMMYTAIMOHHOTO OOOPYIOBAaHHUS M IMPOTPAMMHO-ANIAPATHBIX
CPEIICTB, BKIIIOUEHHBIX B EMHBIN peecTp POCCUMCKON paguodIEKTPOHHON MPOLYKIUH.

IlepecmoTp ¥ BHeceHHME U3MEHEHMM B Hacrosuee I[lolokeHre OCYIIECTBISIOTCS Ha
MEPUOINYECKON U BHETUIAHOBOM OCHOBE.
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